
IoT Fundamentals:
IoT Security 
Course Overview



The increasing 
digitization of our 
world is transforming 
the way we live and 
work. As the 
widespread integration 
of technology into our 
daily lives continues, 
ensuring the safety of 
our people, systems 
and networks is an 
ongoing challenge. 

Sources: Gartner and the Identity Theft Resource Center 
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IoT Security

Target Audience: Vocational, 2-year and 4-year College, 4-

Year University students 

Prerequisites: 

• IoT Fundamentals: Connecting Things course

• Networking and security knowledge equivalent of

Networking Essentials and Cybersecurity Essentials

Languages: English

Course Delivery: Instructor-led

Estimated Time to Complete: 50 hours 

Features

The explosive growth of connected IoT devices enables the 

digitization of industries, but also increases the exposure to security 

threats. Upon completion students will be able to perform vulnerability 

and risk assessments, and research and recommend risk mitigation 

strategies for common security threats in IoT systems. 

Course Overview

Students seeking a career in the rapidly growing IoT and security 

domains will learn practical tools for evaluating security 

vulnerabilities in IoT solutions, perform threat modeling, and use risk 

management frameworks to recommend threat mitigation measures. 

These skills are relevant across IoT and other network architectures. 

Benefits

• Conduct end-to-end threat

modeling and evaluate security

risks within IoT solutions

• Discover and demonstrate a

vulnerability using real-world

penetration testing tools such

as Kali Linux

• Gain hands-on experience with

IoT Prototypes using a

Raspberry Pi

• Increase awareness of emerging

technologies used in the IoT

Security space, such as

Blockchain

Learning Components
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IoT Security Course Outline
Chapter Chapter Titles Chapter Summary Description

1 The IoT Under Attack 
Presents the cybersecurity risk associated with IoT, presenting the anatomy of important

attacks. In the first chapter students learn also how to setup the lab environment with the Kali

Linux distribution and Raspberry Pi.

2
IoT Systems and 

Architectures 
Covers industry-standard for networking and IoT models to explain security requirements in

IoT systems and explore the area of IoT threat modeling.

3
The IoT Physical 

Device Attack Surface

In this chapter students will learn about and discover physical vulnerabilities in a mock-up IoT

system with physical access to a Raspberry Pi and other tools. Perform a threat modeling

exercise in Packet Tracer to model IoT physical vulnerabilities.

4
IoT Communication 

Layer Vulnerabilities

This chapter deals with wired and wireless protocols and their vulnerabilities. Students will use

Kali Linux to scan for vulnerabilities in the lab environment. Perform a threat modeling exercise

in Packet Tracer to model IoT communication vulnerabilities.

5
IoT Application 

Security

Application vulnerabilities in local or cloud applications. In this chapter students will perform a

MITM attack to exploit MQTT vulnerabilities in a lab environment. Perform a threat modeling

exercise in Packet Tracer to model IoT application vulnerabilities.

6
Assessing Vulnerability 

and Risk in an IoT 

System

I the last chapter students will put everything together and learn about risk assessment and

risk metrics. Use the STRIDE and DREAD models to identify and assess risk and use risk

management strategies. Explore emerging technologies in IoT security such as Blockchain.
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