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Course Description

The Certificate of Cloud Security Knowledge course 
provides a broad overview of cloud security, allowing 
students to gain critical insights into issues such as data 
security, key management, and identity and access 
management. This course provides a self-paced learning 
experience through lectures and frequent knowledge checks.



Co urse Objectives

The objectives of the CCSK course are to:
• Spark the student’s interest in cloud security
• Familiarize the student with the universal concepts of cloud computing
• Provide students with a base of knowledge on cloud computing security theory
• Acquaint students with security threats and best practices for securing the cloud
• Assist students in taking the CCSK exam



Why Earn Your CCSK?

• Globally, the importance of cloud computing for an organization’s IT infrastructure is increasing.
This growing priority to adopt and implement cloud infrastructure securely is creating an
expanding skills gap within the IT profession. More than ever, there is a pressing need for
certified professionals with knowledge tailored towards solving the challenges posed by
accelerated migration to the cloud.

• Launched in 2010, the Certificate of Cloud Security Knowledge (CCSK) is a widely recognized
standard of expertise and is the industry’s primary benchmark for measuring cloud security
skillsets. The CCSK was recently recognized as the most valuable IT certification in terms of
average salary by Certification Magazine.

• Enterprises all over the world will need IT professionals who can help strengthen their security
posture in the cloud. Be a part of a community of trained cloud security professionals by
earning the CCSK.



Course Details

• Target Audience
• Learners enrolled in technology degree programs at higher education institutions and

IT professionals who want to pursue a career in Cloud Security

• Prerequisites: N/A
• There is no official work experience required, however it is helpful for participants to have at least a

basic understanding of security fundamentals such as firewalls, secure development, encryption, and
identity and access management which can be learned by taking the Introduction to Cybersecurity
and Cybersecurity Essentials courses

• Certification
• This course prepares students to take the CCSK exam. If students successfully pass the exam, they

will receive their Certificate of Cloud Security Knowledge.





Course Structure

• Module 1: Cloud Architecture
• The fundamentals of cloud computing, cloud architectures, service, delivery, and deployment models,

and the role of virtualization.

• Module 2: Infrastructure Security for Cloud
• Securing the core infrastructure for cloud computing, networks, management interfaces, and

administrator credentials.

• Module 3: Managing Cloud Security and Risk
• Risk assessment, governance, and key legal and compliance issues in the cloud such as discovery

requirements.



Course Structure

• Module 4: Data Security for Cloud Computing
• The Data Security Lifecycle, data security issues with different delivery models, and managing

encryption in the cloud.

• Module 5:  Application Security and Identity Management for Cloud
Computing
• Federated identity, different Identity Access Management (IAM) applications, secure development, and

managing application security in and for the cloud.

• Module 6: Cloud Security Operations
• Key considerations for evaluating, selecting, and managing cloud computing providers, Security as a

Service, and incident response.



Online Learning Environment
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Benefits of Earning your CCSK

• Prove your competency in key cloud security issues through an organization that
specializes in cloud research.

• Increase employment opportunities by filling the skills-gap for cloud-certified
professionals.

• Demonstrate your technical knowledge, skills, and abilities to effectively use controls
tailored to the cloud.

• Learn to establish a baseline of security best practices when dealing with a broad array
of responsibilities, from cloud governance to configuring technical security controls.

• Complement other credentials such as the Cloud Security Alliance CCAK,
CISA, CISSP, CCSP, and Cisco Certified CyberOps Associate.



Take Your Cloud Knowledge Further

Once you’ve earned your CCSK from the Cloud Security 
Alliance (CSA), you will be more prepared to earn vendor 
specific or job-related cloud security credentials from CSA.

• CCSK Plus
The CCSK Plus contains all the material in the foundation course in 
addition to hands-on labs. Learn how to apply the knowledge from the 
lectures by performing a series of exercises to bring a fictional 
organization securely into the cloud.

• CCAK
The Certificate of Cloud Auditing Knowledge builds off of the material 
covered in the CCSK and goes more in-depth on topics around cloud 
governance, risk and compliance.



Career Impact

Which career paths does the CCSK help prepare for?

“I like to describe the CCSK as a “survey course” similar to those introductory classes in 
university. The CCSK provides a broad overview of cloud security with hooks to dig in 
deeper to a student’s specific coverage area. For example, developers and application 
security professionals will learn what is different about application security in the cloud 
and how and where to learn more. While an auditor will learn the fundamentals about 
assessing and auditing cloud and maintaining compliance. So really any career path where 
cloud and security overlap.” - Rich Mogull
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